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ANTI-MONEY LAUNDERING STRATEGIES AND THE METAVERSE:

NEW DANGERS AND OPPORTUNITIES”

Andrea R. Castaldo™

As we all know, money laundering consists of transferring illegally-obtained money through persons
and bank accounts that are neither fictitious nor unlawful, so that its illicit origin cannot be identified'.

This widespread criminal practice is not limited by national borders and must therefore be fought
through shared strategies at the international level.

These prevention and repression standards are mainly set by the Financial Action Task Force on
Money Laundering and the UN Global Programme against Money Laundering’. They consist in fostering
customer identification processes, prohibiting banking secrecy, and keeping all bank transaction records
for at least five years’.

The most important money laundering prevention tools are: the acquisition and archiving of re-
ceived data (the ‘Data Layer’), constant monitoring of transactions (the ‘Screening and Monitoring
Layer’); reporting suspicious transactions (the ‘Alert and Event Layer’)," and, lastly, analysis of the reports
leading to a transaction being approved or blocked (‘Operational Layer’).

The precisely aim is to detect suspicious transactions, which the European Union consider to be
those that ‘give reasonable grounds to believe that money laundering or terrorist financing is being or has
been committed or attempted, or that funds, regardless of their amount, are derived from criminal activ-
ity’.

Let us now see whether, and how, artificial intelligence, and in particular the Metaverse, can advance
money laundering prevention, particularly in terms of client identification, tracing the origin of money

and predicting people’s investment initiatives.
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So far, artificial intelligence systems have supplemented compliance’ processes, granting them
greater automation and speed thanks to Al data retrieval and matching capability: this has facilitated
customer identity verification, transaction monitoring, and automated information reporting.

The ability of artificial intelligence to automatically generate reports of suspicious activity is one of
its main benefits in the field of anti-money laundering. Thanks to algorithms, Compliance officers can
benefit from pre-filled suspicious transaction reports containing information about the transaction, its

purpose, and the giver/recipient.

One of the current and issues, which will persist in the future, is how the advent of the metaverse
will affect anti-money laundering strategies.

The term ‘metaverse’ is English, but it is made up of a Greek word, ‘meta’ (‘uetd’), meaning ‘beyond’,
and a Latin one, ‘universe’ (from ‘universus’), meaning all natural phenomena seen as a whole. The defi-
nition ‘beyond the universe’ thus indicates a virtual universe, twin but alternative and parallel to the one
in which we live.

The metaverse is normally a place to play, communicate, and learn, but it is also the setting to per-
form transactions using financial instruments, such as cryptocurrencies and non-tangible tokens (NFT's).
Users can perform these activities by operating an avatar, i.e. a virtual identity that moves and acts in the
Metaverse following human instructions. It appears that by 2026, 25% of us will spend at least one hour
a day in this parallel, virtual dimension.’

The problem is that the creation of virtual identities that materially perform the physical transaction
in the metaverse makes it more challenging to identify the physical person behind the avatar’. Further-
more, each avatar has a digital wallet for its investments, an autonomous virtual wallet for financial trans-
actions in the metaverse®. This circumstance also makes it difficult to trace the origin of the invested
capital as it is transformed from real to virtual currency before the transaction takes place in the
metaverse. Lastly, the metaverse currently lacks clear and binding rules to prevent and fight crime. For
example, the law to be applied and the authority that can intervene in the event of crimes committed in

the metaverse have not been established’.
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All this means that the metaverse may facilitate crime, and it has been observed that ‘the scope for
money laundering has increased in line with the value of transactions taking place within these virtual
environments [...] volumes of economic activity within the metaverse are not insignificant, with $500
million worth of activity across Decentral and Sandbox in 2021°".

Thus, while the metaverse may provide new opportunities for laundering illicit capital, if well man-
aged and utilised, it might represent a ‘new era’ of prevention strategies.

For this to happen, the role of the blockchain as a ‘digital footprint’ of the transaction that took
place in the metaverse is crucial.

Indeed, the blockchain provides all necessary information concerning a financial transaction per-
formed in a given cryptocurrency. It is a tool designed to store digital information in order to create a

secure and decentralised transaction''.

Many of the projects created in the metaverse are based on blockchain technology with an important
role assigned to NFTs: these, in fact, provide proof of ownership of a digital asset which, when recorded
in the blockchain, makes it possible to certify the ownership and provenance of the asset. So, ‘incorpo-
rating NFT's into the metaverse could enable and facilitate various activities related to the trading of
digital products, as well as representing users with unique avatars, ultimately creating an economy within
the metaverse’.

The blockchain also makes transactions (the so-called smart contracts) smarter, more autonomous,
and faster. For example, if one wants to sell a product according to certain conditions, the blockchain
makes it possible to automatically check that the potential buyer meets the requirements and, again auto-
matically, completes the transaction once the check has been completed. From this point of view, the
blockchain acts as a POS (‘point of sale’) which, having checked the availability of funds in the bank
account associated with the credit card, automatically makes the payment. This form of contractual rela-
tionship was created in 1993 by Nick Szabo, referring to them as ‘digital ATMs’. They are particularly
advantageous in terms of speed and efficiency, as well as privacy since no third party comes between the
buyer and seller. Lastly, these contracts are not subject to registration, transcription, or publication fees,

so I'm sure they will become increasingly popular contractual instruments.
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All this calls for a radical change in anti-money laundering strategy, since a financial transaction can
only be controlled through smart contracts once the transaction, which is performed automatically, has
taken place. From this point of view, virtual platforms where smart contracts are performed will have to
include compliance with anti-money laundering regulations among the conditions for concluding the
financial transaction.

To summarise: on the one hand, blockchain reduces the anti-money laundering controls required
for financial transactions. In fact, all transaction information is stored in the ledger and is guaranteed, in
the sense that no one can alter or falsify the transaction data, and every transaction is recorded and visible
to all parties with access to the blockchain. This ensures total transparency, and the metaverse is protected
from illegal activities.

On the other hand, the speed at which transactions are carried out in the metaverse does not allow
for timely monitoring of transactions that take place outside the certified and guaranteed circuits.

Indeed, it should be emphasised that the blockchain's traceability guarantees only apply to the ex-
change of assets such as NFT's and Bitcoin, which adhere to high transparency standards. Nevertheless,
there are other cryptocurrencies which, despite having their own blockchain, cannot be traced (e.g.
Monero)". At the time of the transaction, these assets do not show the identities of the people making
the transaction, indicating only their usernames, thus allowing them to evade traceability.

To make the preventive opportunities offered by the metaverse effective, it will therefore be neces-
sary to identify common transparency and traceability standards for transactions within it, prohibiting the
use of cryptocurrencies that do not guarantee them.

In conclusion, the blockchain can certainly represent an important tool to prevent money launder-
ing, provided that all transactions carried out in the metaverse are carried out using assets whose block-
chain allows them to be traced. To this end, it will be essential to have regulation at the supranational
level, establishing the ‘rules of the game’ for all in the interest of security and privacy, with — at the same

time — the possibility of reconstructing the paper-trail of each financial transaction.
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